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Before
Terminology
o FE(Node) : Kubernetes EEE¥hEfh—&ETIEEE, EEEHHN—ESD.
. SB(Cluster) | —/BIE(TH Kubernetes EIBIIERIRIFRRFATE S, T TORIEASES TN Kubemetes SREFREh, SRR AL
TR,

o NBERESE(Edge router) | FESSRFHIEHIHTIIMIRRASHIIKEREE (router) . FILARHRIRMUBEIENNXK, BaJLASYIIREH,

o EER¥MLE(Cluster network) : —EIBIBAVEAIEANERE, RIE Kubernetes WZRHREY FEEEEFAISCINIE(S.

o RS (service) : Kubernetes IRS5{EF iREEIEERT (selectors) #RRMI—H Pod, FRIESEIRE, BURERS REBEEEMNETETEEHAIEEHL
P,

o k8s : fgkubernetes, kiRsZ [AIIEF 28 NFH

o K8SEERFIMBEN | IRBINAKSSERIEN, FERTEIRESERFENAER—IMMERRN, #PNUk8sEERFINBENL

e Load Balancer ﬁi\ztij?%%%

h:3-1
e k8s :1.18+
=1}y

Kubernetes 2R A fARSHIAT:

o ClusterIp : JEISEERFAIAIER IP JREERSS, HFZERIRSRBEBAEERMENLE. XIZEEIARY ServiceType,



o Nodeport : EIFENTH LAY IP FIE#&i%O (NodePort) #FERSS. NodePort [RSSEEHZEIBNEIERY ClusterlP fRSS, BEIEK <HR IP><TN
i 30000-32767>, {RETLAMEEEFAISMERIEIEI— NodePort fiR55.

e LoadBalancer : {ERRIEHBEINGEIIEERIINBRERS. JMNEPRIEIESRTLISREEHZIENEIEER NodePort fR55H0 ClusterlP fRSS L.

e ExternalName : EITIR[E] CNAME FIXIRE, AJLAGIRSSIRGTE] externalName FERRIAE (40, foo.barexample.com) . ToEREURMEIZEEUY

I,
o externalips : QNERAMERHY IP BEHIFIEEREF— a2/ Node |, Kubernetes Service £ RFRL5I1XLL externallPs, externaliPs a4 Kubernetes &

H

apiVersion: vl
kind: Service
metadata:
name: my-service
spec:
type: NodePort
selector:
app: MyApp
ports:
# BUAMBERT, targetPort’ #IRENS “port” FRIEEAE.
- port: 80
targetPort: 80
# ENEFER
# ZIABR T, Kubernetes £ 30000-327675BEIRDE—NwOS
nodePort: 30007

FERTLARESINAERY: NodePort . LoadBalancer . externallPs

Ingress f2 k8s NIRFBIRMIMNBEIHAIINS—F75K. Ingress FE—MPIRSGEE, BERIEHNAOR. SHLBGERBEANESE— N ERS, BT
HLER—IPHIIE FATFE MRS,

EARRE
B — MR AR AR R 1 NS08

test-ingress.yaml

apiVersion: networking.k8s.io/v1l
kind: Ingress
metadata:
name: minimal-ingress
annotations:
# k8s 1.18 KRALUSF ~ingressClassName™ #{t
# kubernetes.io/ingress.class: nginx
nginx.ingress.kubernetes.io/rewrite-target: /
# BB RBEE— IngressClass HWHRCABIA
ingressclass.kubernetes.io/is-default-class: true
spec:
ingressClassName: nginx
rules:
- http:
paths:
- path: /testpath
pathType: Prefix
backend:
service:
name: test
port:
number: 80

kubectl apply -f test-ingress.yaml

SEfth k8s HiFE—HE, ingress EETE apiversion kind F metadata ZE=FEZ,

AeEisae

o host : LEIRAIIRBIEENst ALtk AR E BER T @ IgE Pl SRIHRRSHY.
o paths : B path HBREH— service SRKEIEENIIRSEH.
o backend : M service ARk, FASREBE service


http://foo.bar.example.com/

DefaultBackend

BEIZE rules B EEEAY hosts . paths ;885 ingress HAY hitp iEKILER), MSIBRERIEXE] defaultBackend .

PathType

Ingress FHYEA™ path EREECETERIA] Path Type

BRI A =M

e ImplementationSpecific

XANEEIUELSTBURT IngressClass

e Exact

FEHEICE Rl  HRHANS

e Prefix

EFLL /7 9IRR URL BBERIEIUE. ROKRNE.
/foo/bar ULEZ /foo/bar/baz , {EAILER /foo/barbaz
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£ ingress FEED AT =E0:
e configmap :I®E ingress-nginx NELBIRE

e annotations : ingress $FEANIRE

e custom template

2RIgE

2Bt E—MZEER configmap .
TEE— ingress-controller B E

kind: ConfigMap
apiVersion: vl
metadata:
name: ingress-nginx-controller
namespace: ingress-nginx
labels:
app.kubernetes.io/component: controller
app.kubernetes.io/instance: ingress-nginx
app.kubernetes.io/managed-by: Helm
app.kubernetes.io/name: ingress-nginx
app.kubernetes.io/version: 0.40.2
helm.sh/chart: ingress-nginx-3.6.0
annotations:
data:
allow-backend-server-header: 'true'
client-body-buffer-size: 2@m
enable-underscores-in-headers: 'true’
generate-request-id: 'true'
gzip-level: '6'
gzip-types: >-
application/atom+xml application/javascript application/x-javascript
application/json application/rss+xml application/vnd.ms-fontobject
application/x-font-ttf application/x-web-app-manifest+json
application/xhtml+xml application/xml font/opentype image/svg+xml
image/x-icon text/css text/javascript text/plain text/x-component
ignore-invalid-headers: 'true’
keep-alive: '75'
large-client-header-buffers: 4 128k
log-format-upstream: >-
$remote_addr - [$remote_addr] - $remote_user [$time_local] "$request"
$status $body_bytes_sent "$http_referer" "$http_user_agent" $request_length
"$http_x_forwarded_for" $remote_addr $request_time [$proxy_upstream_name]
$upstream_addr $upstream_response_length $upstream_response_time
$upstream_status $req_id $host
max-worker-connections: '65536'
proxy-body-size: 20m
proxy-buffer-size: 64k
proxy-connect-timeout: '300'
proxy-next-upstream-timeout: '10'
proxy-read-timeout: '300'
proxy-send-timeout: '300'
reuse-port: 'true’
server-tokens: 'false’
upstream-keepalive-connections: '20000'
upstream-keepalive-requests: '100000'
upstream-keepalive-timeout: '3000'
use-forwarded-headers: 'true'
use-gzip: 'true'
worker-cpu-affinity: auto

ENHEZETF nginx B nginx.conf EEEXHF



user www-data;
worker_processes auto;
pid /run/nginx.pid;

include /etc/nginx/modules-enabled/*.conf;

events {
worker_connections 768;

multi_accept onj

http {

##
# Basic Settings
#H#

sendfile on;

tcp_nopush on;
tcp_nodelay on;
keepalive_timeout 65;
types_hash_max_size 2048;

server_tokens off;

# server_names_hash_bucket_size 64;

# server_name_in_redirect off;

include /etc/nginx/mime.types;

default_type application/octet-stream;

#i#
# SSL Settings
##

ssl_protocols TLSvl TLSv1l.1 TLSvl1.2; # Dropping SSLv3, ref: POODLE

ssl_prefer_server_ciphers on;

##
# Logging Settings
##

access_log /var/log/nginx/access.log;

error_log /var/log/nginx/error.log;

#H#

# body size

#H#

client_max_body_size 10m;

proxy_read_timeout  300;

##
# Gzip Settings
#H#

gzip on;

gzip_vary on;

gzip_proxied any;

gzip_comp_level 6;

gzip_buffers 16 8k;

gzip_http_version 1.1;

gzip_types text/plain text/css application/json application/javascript text/xml application/xml application/xml+rss text/javascript;

#H#
# Virtual Host Configs

##

include /etc/nginx/conf.d/*.conf;

include /etc/nginx/sites-enabled/*;

EREEXRE:

a2 nginx Zfi 588
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worker-processes
max-worker-connections

enable-multi-accept
keep-alive
upstream-keepalive-timeout

server-tokens

server-name-hash-bucket-size
proxy-body-size
proxy-read-timeout

use-gzip

gzip-types

gzip-level

iEHE

nginx ZER 71z
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ZFRIAME"auto"F~A] FIRYCPURIIZEL
worker_connections wE ﬁ/l\ worker ?TFEQH%X@H?J-E?%?&
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AR FA&IENginx Serverfrsk,
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multi_accept

keepalive_timeout

keepalive_timeout

server_tokens

server_names_hash_bucket_size int

client_max_body_size REEFiImEKIEMAIRATITFAN
proxy-read-timeout LARD 879 NERRR SS 2SS BB N 12 R A
gzip B FHT TP A R S

RER text/html" ZFMIMIMESERI LT E45.

gzip_types K E"" SEAMIMEZLRL TTED
gzip_comp_level REBFERANgzipEBERA

JERRERRLL nginx.ingress.kubernetes.io {EABIZRHY, HFIIENSFEMIngress3EF_EAY,

EHAIEIIE

(g

string

int

bool

int

int

bool

string

int

bool

string

int

auto

16384

true

75

60

true

im
60
true

"applicati
applicatic
applicatic
javascrip!
applicatic
applicatic
applicatic
fontobjec
applicatic
applicatic
app-mani
applicatic
applicatic
font/open
image/sv
image/x-i
text/javas
text/plain
text/x-cor



# http SHIGIERISE
nginx.ingress.kubernetes.io/auth-type: [basic|digest]

# SecretfIEIR, HHB2BFEIED

nginx.ingress.kubernetes.io/auth-secret: secretName

# auth-secret G :

# auth-file BN T, %4H' auth' Ffihtpasswd AHTERIER
# auth-map BPNEIARAFE, BRREER

nginx.ingress.kubernetes.io/auth-secret-type: [auth-file|auth-map]

nginx.ingress.kubernetes.io/auth-realm: "realm string"

BHE
MAZBEEI IONE, XEFARET

nginx.ingress.kubernetes.io/canary-by-header
nginx.ingress.kubernetes.io/canary-by-header-value
nginx.ingress.kubernetes.io/canary-by-cookie

nginx.ingress.kubernetes.io/canary-by-cookie

Rewrite

AERYERT, BRSSP AFHURLS IngressHlMHEERIBRZEAME.
RBES, (HEREBGIRE404.
®E nginx.ingress.kubernetes.io/rewrite-target ;FEZEIIRSZHAEHIERR.

WRNAEFRERBEARMIEET, FEFTEEED, BREIR

nginx.ingress.kubernetes.io/app-root BERBEKRE /.

Configuration snippet

EFRLERE, SR LUSHEABECERIIZINGINXAIE,  flg0:

nginx.ingress.kubernetes.io/configuration-snippet: |
more_set_headers "Request-Id: $req_id";

Server snippet

{EFEf# nginx.ingress.kubernetes.io/server-snippet BJLATERRSSERECERTITINEENESE.

apiVersion: extensions/vilbetal
kind: Ingress
metadata:
annotations:
nginx.ingress.kubernetes.io/server-snippet: |
set $agentflag 0;

if ($http_user_agent ~* "(Mobile)" ){
set $agentflag 1;
}

if ( $agentflag =1 ) {

return 301 https://m.example.com;
}

Client Body Buffer Size

REBEFXA/N, LIEBREMIBENEFIHEKEN., NRBEKERATFEIX, BIBEGREE—ZDBA—MERN . ZABERT, EHXAN
EFHARTER, 7Ex86, HAth32FEF0x86-64_ EH8K, TEEMEAMITFEE L, BEAI6K, ZTRE MATFAONNEHNEMIE



nginx.ingress.kubernetes.io/client-body-buffer-size: "1000" # 1000 bytes
nginx.ingress.kubernetes.io/client-body-buffer-size: 1k # 1 kilobyte
nginx.ingress.kubernetes.io/client-body-buffer-size: 1K # 1 kilobyte
nginx.ingress.kubernetes.io/client-body-buffer-size: 1m # 1 megabyte
nginx.ingress.kubernetes.io/client-body-buffer-size: 1M # 1 megabyte

Redirect from/to www{|

ERYERT, EEZEMwww.domain.com EBEMZ] domain.com , RZIFA. {HF8 nginx.ingress.kubernetes.io/from-to-www-redirect : "true";EfE2F/SLLIH

8
Custom timeouts

AR Econfigmapa] LI/ ingress-nginx IREFNVANEFER], EREEIT, EREARENE. A, FIMRMT RIFPHTIHEEAGER:

nginx.ingress.kubernetes.io/proxy-connect-timeout
nginx.ingress.kubernetes.io/proxy-send-timeout
nginx.ingress.kubernetes.io/proxy-read-timeout
nginx.ingress.kubernetes.io/proxy-next-upstream
nginx.ingress.kubernetes.io/proxy-next-upstream-timeout
nginx.ingress.kubernetes.io/proxy-next-upstream-tries

nginx.ingress.kubernetes.io/proxy-request-buffering

Custom max body size

HIFRPRIANET ZFIRBREXAISRARITFA/NT, BHEEFmEE41353ER. KNTLUEE client_max_body_size SEEE.
5 EES A BEXSFrEingressINIFH{TEBIRE, proxy-body-size FJLITE nginx ConfigMaphiR &. EftingressAINPHEABENIE, BEXLATER:

nginx.ingress.kubernetes.io/proxy-body-size: 8m

ZFETCP/UDP BRS3

ingressANSZiFTCPELUDPRRSS.
Rk, ZEEE Ingress Controller &R --tcp-services-configmap and --udp-services-configmap 8 ERIECEMSS, HpoiREEFERIIMNRRDO, 7
BizEta~ERL TR AT HIRS:

<namespace/service name>:<service port>:[PROXY]:[PROXY]

apiVersion: vl
kind: ConfigMap
metadata:
name: tcp-services
namespace: ingress-nginx
data:
9000: "default/example-go:8080"

kind: ConfigMap
apiVersion: vl
metadata:
name: tcp-services
namespace: ingress-nginx
labels:
app.kubernetes.io/component: controller
app.kubernetes.io/instance: ingress-nginx
app.kubernetes.io/managed-by: Helm
app.kubernetes.io/name: ingress-nginx
app.kubernetes.io/version: 0.33.0
helm.sh/chart: ingress-nginx-2.10.0
data:
'5200': ‘'anxincloud/et-upload:15200'
'8888': 'smart-xxx/comfortablehome-datapush:18081"
'19005': 'free-sun/broadcast-server:19003"


http://xn--www-8p9dk79xj6q.domain.com/
http://domain.com/
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# deploy.yaml
apiVersion: apps/vil
kind: Deployment
metadata:

name: http-svc

namespace: dragon

spec:

replicas: 1

selector:
matchlLabels:

app: http-svc

template:
metadata:

labels:
app: http-svc

spec:

volumes:

- name: myvolume
persistentVolumeClaim:
claimName: myclaim
containers:

- name: http-svc
image: repository.anxinyun.cn/devops/nginx-test:0.01
ports:

- containerPort: 80
apiVersion: vi1
kind: Service
metadata:

name: http-svc

namespace: dragon

labels:
app: http-svc
spec:

ports:

- port: 8080
targetPort: 80
protocol: TCP
name: http
nodePort: 30000

type: NodePort

selector:
app: http-svc

# ingress-demo.yaml
apiVersion: networking.k8s.io/v1l
kind: Ingress
metadata:
name: ingress-demo
namespace: dragon
annotations:
nginx.ingress.kubernetes.io/rewrite-target: /
spec:
rules:
- http:
paths:
- path: /
pathType: Prefix
backend:
service:
name: http-svc
port:
number: 8080



kubectl apply -f deploy.yaml

$ kubectl get po -n dragon
NAME READY STATUS RESTARTS AGE
http-svc-7f994b6445-ff597 1/1 Running © 26h

kubectl apply -f ingress-demo.yaml

$ kubectl get ingress -n dragon
NAME CLASS HOSTS ADDRESS PORTS AGE
ingress-demo  public  * 80 3déh

10.8.30.184
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Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.
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Welcome to nginx!
hello ...
test

DNEHBIEIE
ellFE 5 aRq s

FEIBT htpasswd SRER—auth SFRSREFEFA RN B INZE SRR,
SEEZEE htpasswd

$ sudo apt -y install apache2-utils

TEAER auth 34

$ htpasswd -c auth admin

New password:

Re-type new password:

Adding password for user admin
$ htpasswd auth test

New password:

Re-type new password:

Adding password for user test

BUF2 k8s secret K{FfiE FAF/ZHS



$ kubectl -n dragon create secret generic basic-auth --from-file=auth
secret/basic-auth created

$ kubectl get secret basic-auth -n dragon -o yaml
apiVersion: vl
data:
auth: YWRtaW463GFwcjEkMmlzL21oMkskbX1NbOVmSzIoQVRsUMV2RDNGSmdLLgpO®ZXNOOiRhcHIXJIC9yYU11QjVYIGIROHCcXOVhFMKU2ZT1FSTZLb1IScC8K
kind: Secret
metadata:
creationTimestamp: "2021-11-18T09:34:13Z"
name: basic-auth
namespace: dragon
resourceVersion: "826578"
selflLink: /api/vl/namespaces/dragon/secrets/basic-auth
uid: 05b06023-6cab-428f-819e-1bc152db5bbb
type: Opaque

832 ingress

# ingress-demo.yaml
apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: ingress-demo
namespace: dragon
annotations:
nginx.ingress.kubernetes.io/rewrite-target: /
nginx.ingress.kubernetes.io/auth-type: basic
nginx.ingress.kubernetes.io/auth-secret: basic-auth
nginx.ingress.kubernetes.io/auth-realm: "Authentication Required - admin"
spec:
rules:
- http:
paths:
- path: /
pathType: Prefix
backend:
service:
name: http-svc
port:
number: 8080

$ kubectl apply -f ingress-demo.yaml
ingress.networking.k8s.io/ingress-demo configured

BGIIE
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# ingress-demo.yaml
apiVersion: networking.k8s.io/v1l
kind: Ingress

metadata:

name: ingress-demo
namespace: dragon
annotations:

nginx.
nginx.
nginx.
nginx.
nginx.

spec:
rules:

ingress.
ingress.
ingress.
ingress.
ingress.

- http:
paths:

- path:

kubernetes.

kubernetes

/

pathType: Prefix
backend:
service:

io/rewrite-target: /

.io/auth-type: basic
kubernetes.
kubernetes.
kubernetes.

io/auth-secret: basic-auth
io/auth-realm: "Authentication Required - admin"
io/proxy-body-size: 8m

name: http-svc
port:
number: 8080



